
                 

Pathway to Year 12 BTEC L3 Computing 

Qualification: Pearson BTEC Level 3 National Extended Certificate in Computing 

QAN: 601/7341/5 

Course outline: 

Units GLH What studied 

1 Principles of Computer 
Science 

120 The principles that underpin all areas of Computer 
Science. The unit will develop your computational-
thinking skills and learners will apply those skills to 
solve problems. 

2 Fundamentals of Computer 
Systems 

90 The fundamental principles of how computer 
systems work, including the role of hardware and 
software, the way components of a system work 
together and how data in a system is used. 

7 IT Systems Security and 
Encryption 

90 System security threats and the methods used to 
protect against them. Learners undertake activities 
to protect IT systems from security threats, 
including data encryption.  

15 Website Development 60 Website development principles. Learners will 
design and develop a website using scripting 
languages. 

 

Assessment information:  

Units How assessed 

1 Principles of Computer 
Science 

• External • Written examination set and marked by 
Pearson. • 90 marks. • Two hours. 

2 Fundamentals of Computer 
Systems 

• External • Written examination set and marked by 
Pearson • 80 marks • 1 hour and 45 minutes 

7 IT Systems Security and 
Encryption 

• Internal • Coursework 

15 Website Development • Internal • Coursework 

 

 

Resources Links: 

Unit 1 Presentation 
Unit 2 Presentation 
Unit 2 Personal Computer Notes 
Unit 7 Presentation 
Unit 7 Cryptography Worksheet 
Unit 7 Caesars Cipher Worksheet 
Unit 15 Presentation 
 

https://sydenham.sharepoint.com/sites/6thform/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7b257E83B4-EA0B-45B9-BC70-B7C9FB6C0385%7d
https://sydenham.sharepoint.com/sites/6thform/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7bDF57A1DC-7152-466C-BFF0-6DA6E83E5355%7d
https://sydenham.sharepoint.com/sites/6thform/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7b6CE21E47-F0C3-4048-A3B8-351D375424E8%7d
https://sydenham.sharepoint.com/sites/6thform/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7b5FB3087A-A3CB-4B50-B01E-68488721D5B9%7d
https://sydenham.sharepoint.com/sites/6thform/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7b04C2C355-725B-4724-8E0F-9E607F02FC91%7d
https://sydenham.sharepoint.com/sites/6thform/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7b4FD293C6-A157-485B-9324-4F26A7186E99%7d
https://sydenham.sharepoint.com/sites/6thform/_layouts/15/Doc.aspx?OR=teams&action=edit&sourcedoc=%7b54DAA7C3-2D3D-4F2D-89BC-21DC36A6F887%7d


Wider Reading and Extension: 

 

Unit 1 Principles of Computer Science 

Blown to Bits: Your Life, Liberty, and Happiness After the Digital Explosion  – Hal Abelson, Ken 
Ledeen and Wendy Seltzer - 15 Oct 2018 

Nine Algorithms That Changed the Future: The Ingenious Ideas That Drive Today's Computers – John 
MacCormick – 5 May 2013 

 

Unit 2 Fundamentals of Computer Science 

Inside the Machine: An Illustrated Introduction to Microprocessors and Computer Architecture – Jon 
Stokes – 25 May 2015 

Essentials of Computer Architecture, Second Edition – Douglas Comer – 31 Jan 2017 

 

Unit 7 IT systems Security and Encryption 

Everyday Cryptography: Fundamental Principles and Applications – Keith Martin – 8 Jun 2017 

Cybersecurity for Beginners: CRYPTOGRAPHY FUNDAMENTALS & NETWORK SECURITY – Hugo 
Hoffman – 8 Mar 2020 

 

Unit 15 Website Development 

HTML & CSS for Beginners: Learn the Fundamentals of Computer Programming (Essential Coding) – 
Jo Foster – 4 Jan 2020 

Confident Web Design: Master the Fundamentals of Website Creation and Supercharge Your Career 
(Confident Series) – Kenny Wood – 2 Jan 2018 

 

Extended task: 

Register with FutureLearn at: 
https://www.futurelearn.com/register 
 
Complete the following course online 
for free: 
 

 
 

https://www.futurelearn.com/register


Personal Computers 

 

A personal computer is a general purpose computing device that is small and cheap 
enough for it to be used by individuals. When we refer to personal computers we 
usually are talking about desktops and laptops. 

These types of digital devices are capable of performing most common computing 
tasks. That’s why we refer to them as being ‘general purpose’. By installing a new 
software application our computer becomes capable of performing a completely new 
function. 

Internal Components 

Personal computers will all have a motherboard. This is a printed circuit board that 
we can connect all of our other components to. The motherboard will allow all these 
components to communicate between each other. 

All PC’s (all computers) will have a Central Processing Unit (CPU). This is the brains 
of the computer. This will connect to the CPU Socket on the motherboard. Different 
motherboards will have different sockets, so it needs to be compatible with your 
CPU. 

In the memory slots of the motherboard, we will connect our RAM. This is where the 
software and files are kept while they’re in use. We usually use DDR ram on 
personal computers. 

Of course, we also want to have storage to store all our software & files when they’re 
not in use. Storage devices are not connected directly on the motherboard, but a 
data cable will run between the motherboard & storage devices. 

For a long time, hard disk drives were the most common form of storage on personal 
computers, but solid-state drives have recently become very popular, particularly in 
laptops. We’ll learn more about the differences between these later in the course. 

Our motherboard will also contain expansion slots where we can connect expansion 
cards. This adds additional, more specialist, capabilities to our computer. The most 
common of these is a graphics card. 



The graphics card contains a GPU (Graphics Processing Unit) and VRAM (Video 
RAM) to take away the tasks involved with rendering graphics. Graphics cards are 
particularly popular for people who play video games and those who create digital 
art. 

With a desktop PC all of these components are removable and replaceable, so we 
can upgrade our device bit by bit. This isn’t as easy on laptops as often certain 
components (commonly CPU, RAM & GPU) are soldered onto the motherboard and 
so cannot be removed. 

Multi-functional Devices 

 

A multifunctional device is a device that is capable of performing more than one 
specific function. Printers are common examples of multifunctional devices as they 
often combine several functions, such as printing, scanning, faxing and 
photocopying. 

Other examples include smartphones which combine a phone, camera, computer, 
touchscreen, etc. all into one device. This saves us on having to carry these 
separate devices around with us all the time. 

A multi-functional device could really be anything and so could have all kinds of 
internal components. 

 

 

Source: https://www.knowitallninja.com/lessons/types-of-computer-systems-1/ 

 

 

 

 

https://www.knowitallninja.com/lessons/types-of-computer-systems-1/


Introduction to Cryptography 

 

Follow the link and watch video, then answer the following questions: 

https://www.youtube.com/watch?v=fNC3jCCGJ0o 

 

1. What is cryptography? 

 

2. What is a Cryptosystem? 

 

3. Define Cipher text? 

 

4. Define Plain text? 

 

5. Define Encryption Key? 

 

6. Define Decryption Key? 

 

7. Define Private key Cryptography? 

 

8. Define Public Key Cryptography? 

  

https://www.youtube.com/watch?v=fNC3jCCGJ0o


Cryptography Worksheet — The Caesar Cipher 

Julius Caesar used a simple Substitution Cipher to send messages to his troops. He used a very 

simple rule to replace each letter with another letter from the alphabet. He substituted each letter 

by the letter that was 3 places further along in the alphabet, so that “a” was replaced with “D”, “b” 

with “E” and so on.   

 

Complete the table below to show what each letter is enciphered as using this system.  

a b c d e f g h i j k l m n o p q r s t u v w x y z 

D E F                        

 

Using the Caesar Shift, encode the name of your school. 

  

How easy is it for someone who intercepts a secret message when using this cipher to work out the 

original message? Is there any way to make it harder to work out?    Although Caesar substituted 

each letter with the letter 3 places ahead, there are other variations of this cipher. You could shift 

each letter by 4 or 5 or 6 etc. This is called a key, and depending on which key you use, you will get a 

different message.   

  

Decode this message, which was enciphered using a Caesar Shift: 

ZKHQ BRX KDYH GHFRGHG WKLV ZRUN  RXW WZHQWB VHYHQ WLPHV QLQH DQG WHOO BRXU 

WHDFKHU.     

 

Write a message of your own, and encipher it using the Caesar Shift. 

 


